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ABSTRACT

This study examines new approaches for boosting e-commerce security through the incorporation
of state-of-the-art technology including smart contracts, quantum cryptography, homomorphic
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encryption, and Al-driven fraud detection. Traditional security techniques are no longer adequate
to safeguard sensitive data, fight off sophisticated cyber threats, and guarantee the seamless
running of e-commerce platforms as the volume of online transactions increases. By protecting
data privacy, identifying fraudulent activity in real-time, strengthening encryption, and
maximizing system scalability, the study assesses how each technology adds to increased security.
While quantum cryptography tackles the problems presented by quantum computing,
homomorphic encryption guarantees privacy while computations are performed on encrypted data.
Al-powered fraud detection employs machine learning to continuously adjust to new risks, while
smart contracts automate safe transactions and lessen the need for middlemen. With a performance
metric accuracy of 98.5%, the data demonstrate that the combined approach greatly enhances e-
commerce security. The work shows how a multi-layered defense mechanism can overcome the
shortcomings of individual strategies by integrating various cutting-edge technologies. A strong
and scalable answer to today's cybersecurity issues in the digital economy is provided by this
comprehensive strategy.

Keywords: E-Commerce Security, Homomorphic Encryption, Quantum Cryptography, Smart
Contracts, Al Fraud Prevention, Blockchain, Cybersecurity.

1. INTRODUCTION

E-commerce, which provides a smooth platform for transactions worldwide, has completely
changed the way companies and customers communicate. The need to maintain security in e-
commerce platforms has grown as the number of transactions conducted online keeps increasing
(Ameen et al., 2023 [1]; Rathor et al., 2023 [2]). Cyberthreats like identity theft, financial fraud,
and data breaches present serious hazards for consumers, retailers, and entire digital ecosystems
(Ramalingam et al., 2023 [3]; Hameed et al., 2022 [4]). Traditional e-commerce system security
measures, such as firewalls and encryption, are no longer adequate to address the sophisticated
threats of the modern cyber environment (Akkaoui et al., 2022 [5]; Yuan et al., 2021 [6]).
Therefore, new methods of e-commerce security are being investigated to protect private data and
shield online companies from malicious activity (Alagarsundaram, 2019 [7]; Sitaraman, 2020 [8]).
Emerging technologies at the vanguard of these advancements include smart contracts, quantum
cryptography, homomorphic encryption, and Al-powered fraud prevention (Devarajan et al., 2024
[9]; Alagarsundaram, 2023 [10]). Every one of these technologies offers special features to
improve security and guarantee privacy without sacrificing the effectiveness of online sales. By
integrating these cutting-edge solutions, e-commerce platforms can become more resilient to more
complex threats and address contemporary security issues.

For instance, homomorphic encryption ensures data privacy during processing by enabling
calculations to be made on encrypted data without first decrypting it (Sitaraman et al., 2024 [11];
Alagarsundaram et al., 2024 [12]). Because it enables companies to carry out essential analyses
and activities while guaranteeing that the data stays encrypted and secure, this is especially
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advantageous for e-commerce platforms that manage enormous volumes of sensitive client data.
Even when data is in use, this encryption technique helps reduce the likelihood that sensitive
information will be subject to unwanted access (Devarajan et al., 2024 [13]; Chinnasamy et al.,
2024 [14]). Quantum cryptography presents yet another innovative approach to the security of e-
commerce. Traditional encryption techniques like RSA and ECC are susceptible to being broken
by quantum algorithms as quantum computing advances. Utilizing the concepts of quantum
mechanics, quantum cryptography—more especially, Quantum Key Distribution, or QKD—
creates extremely secure communication channels (Nagarajan et al., 2023 [15]; Sitaraman et al.,
2024 [16]). This adds another line of defense against online threats by guaranteeing that private
information sent between parties cannot be intercepted (Hameed Shnain et al., 2024 [17]; Hussein
et al., 2024 [18]).

Blockchain-enabled smart contracts are being used more and more in e-commerce to support and
uphold online contracts. These self-executing contracts guarantee safe, transparent, and
impenetrable transactions by autonomously enforcing terms and conditions when predetermined
criteria are met (Sitaraman et al., 2024 [19]; Ganesan et al., 2024 [20]). By doing away with the
need for middlemen, smart contracts lower the possibility of fraud and improve the efficiency of
online transactions (Alagarsundaram et al., 2024 [21]; Narla, 2020 [22]). Because they don't
depend on a single point of control, their capacity to function in decentralized situations further
improves the security of e-commerce platforms (Yalla et al., 2019 [23]; Gaius Yallamelli et al.,
2023 [24]). Another effective instrument in the fight against e-commerce cybercrime is Al-driven
fraud protection software. These systems examine enormous volumes of transaction data using
machine learning algorithms to find trends that point to fraudulent activity (Thirusubramanian,
2021 [26]). Al technologies may adjust and enhance their detection capabilities by continuously
learning from fresh data, making them more proficient at identifying fraud in real time (Yallamelli
et al., 2024 [27]; Gudivaka, 2021 [28]). Additionally, this technology can automate a lot of fraud
detection tasks, increasing operational effectiveness and speeding up reaction times to possible
security risks (Ganesan et al., 2024 [29]; Kadiyala & Kaur, 2022 [30]).

The main Objectives are:

e Homomorphic encryption ensures privacy during computation by enabling data to be
processed in its encrypted state without the need for decryption.

e Quantum cryptography provides previously unheard-of security against risks posed by
quantum computing by using quantum physics to secure communications.

e Smart contracts are self-executing agreements based on blockchain technology that
guarantee safe, transparent transactions free from middlemen.

e Al Fraud Prevention by detecting and stopping fraudulent activity in real time, machine
learning algorithms improve the security of e-commerce.

e Enhancing e-commerce security by utilizing state-of-the-art technologies to reduce
cyberthreats and protect private data.
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The shortage of a coherent, well-defined method for simulating the growth of e-commerce while
maintaining the financial stability of enterprises is the main issue noted in the study, (Gudivaka,
2019 [31]; Narla, 2024 [32]; Peddi, 2018 [33]). The requirement for a thorough framework that
incorporates many security measures to ensure strong protection against cyber threats is
highlighted by this gap in the body of existing literature. There isn't a standardized approach to
deal with the expansion of e-commerce and the safeguarding of corporate assets, according to an
analysis of existing approaches. Fill this gap in their study on developing a novel approach to
improve e-commerce security as a component of guaranteeing firm economic security.

The increasing amount of online transactions and the sophistication of cyberthreats, including
fraud, identity theft, and data breaches, present serious security concerns for e-commerce platforms
(Gudivaka, 2024 [41]; Narla & Purandhar, 2021 [42]; Gudivaka, 2021 [43]; Basani, 2024 [44]).
Firewalls and simple encryption are examples of traditional security measures that are no longer
sufficient to safeguard private information and guarantee safe transactions. In order to overcome
these issues, this paper will investigate novel approaches that combine smart contracts, quantum
cryptography, homomorphic encryption, and Al fraud detection (Gudivaka, 2024 [46];
Kumaresan, 2024 [47]; Palanivel, 2024 [48]). By integrating these cutting-edge technologies, the
study aims to offer an all-encompassing, scalable, and robust security framework for e-commerce
platforms, improving overall security, fraud detection precision, and data privacy.

2. LITERATURE SURVEY

Thirusubramanian (2021)[25] examines the use of machine learning-driven Al for financial fraud
detection in IoT environments. The study highlights AI methods like decision trees and neural
networks to enhance fraud detection accuracy and efficiency, emphasizing continuous monitoring
and real-time detection to secure financial transactions within dynamic IoT systems.

A cloud-based healthcare architecture that combines Long Short-Term Memory (LSTM) networks
with Ant Colony Optimisation (ACO) for improved disease forecasting is presented by Narla et
al. (2019)[34]. This approach guarantees effective healthcare data analysis, enhances predictive
accuracy, and optimises feature selection. The strategy uses Al-powered cloud computing to
improve early disease identification, allowing for proactive decision-making in treatment planning
and medical diagnostics.

A fog computing-based IoT data-sharing architecture that improves security, efficiency, and
decentralised consensus is presented by Valivarthi et al. (2023)[35] using CMA-ES, Firefly
Algorithm, DAG protocols, and Federated Byzantine Agreement (FBA). In IoT environments, this
method ensures reliable and scalable data-sharing solutions for real-time applications by
optimising data transfer, bolstering network reliability, and preventing unwanted access.

Gudivaka (2024)[36] presents an IoT and robotic process automation architecture that uses
ESSANN for predictive accuracy, LASSO for feature selection, and PCA for dimensionality
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reduction. In IoT-driven automation systems, this method improves decision-making, maximises
resource allocation, and increases data efficiency. The methodology guarantees intelligent
automation and trustworthy data analytics for next-generation RPA and IoT applications by
combining these strategies.

A cloud-integrated smart healthcare platform that uses LightGBM, multinomial logistic
regression, and SOMs for risk factor analysis in digital health is presented by Narla et al.
(2019)[37]. Predictive modelling is improved, classification accuracy is raised, and useful
healthcare data visualisations are produced with this method. The framework facilitates early
health risk identification and improved clinical decision-making in digital healthcare contexts by
incorporating machine learning approaches.

Based on findings from the SURGE-Ahead Project, Kethu et al. (2023)[38] offer patient-centric
machine learning and artificial intelligence solutions for controlling and forecasting chronic
illnesses in senior care. The framework improves healthcare monitoring for the elderly, facilitates
proactive interventions, and increases predictive accuracy. The methodology guarantees improved
patient outcomes and optimal chronic disease management in senior care systems by incorporating
Al-driven data.

A real-time big data processing system for smart job shops is presented by Gudivaka (2022)[39],
which makes use of RPA for automated production analysis and LSTM/GRU for predictive
modelling. This method uses intelligent automation to increase industrial productivity, optimise
resource allocation, and improve decision-making. The system's integration of Al-driven analytics
guarantees precise production forecasts and smooth real-time data handling in industrial
environments.

Natarajan et al. (2024)[40] present machine learning applications and Al-driven prediction models
for geriatric care, emphasising patient-centered healthcare solutions, chronic illness management,
and fall detection. The framework improves senior safety, facilitates early diagnosis, and
maximises individualised care by incorporating cutting-edge Al approaches. This strategy
guarantees early intervention, enhancing ageing populations' quality of life and health outcomes.

In Basani (2021)[45] study, Al techniques like machine learning and deep learning are explored
for enhancing cybersecurity. The research discusses Al's role in threat detection, real-time
monitoring, and defense strategies. It highlights challenges such as data requirements, skilled
personnel, and integration complexities within existing cybersecurity infrastructures.

3. METHODOLOGY

The approach to improving e-commerce security includes using cutting-edge technology like Al-
driven fraud prevention, smart contracts, quantum cryptography, and homomorphic encryption.
Every technology tackles a different facet of e-commerce security, ranging from transaction
validation and fraud detection to data privacy and secure communication. This strategy ensures a

71


http://www.jcsonline.in/

Available online at www.jcsonline.in Journal of

Current Science & Humanities

CURNAL OF CymENT SCTENCE AND

13 (1), 2025, 67-86 Impact Factor-2.05

strong, flexible, and effective security framework for e-commerce platforms by fusing
cryptography methods, machine learning, and decentralized apps to build a multi-layered defense
mechanism.

Dataset: The dataset covers resource usage, network performance, security metrics, and quantum
encryption parameters. It has 24 columns and 1000 samples. Throughput, attack success rate, and
encryption latency are used to determine if performance is "Optimal" or "Suboptimal,"” which
facilitates security performance analysis.

E-Commerce

rJ

E-Commerce

Security

Transaction
Data
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&Y -

Verification and
Validation
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Figure 1: Framework for Secure Transactions in E-Commerce

Figure 1 illustrates security framework for e-commerce platforms, with an emphasis on
maintaining the integrity of transaction data, which is depicted in this picture. Authenticity is the
first step in the process, where user data and identity are safely confirmed. Verification and
validation then make sure that every data satisfies the requirements for safe processing. By creating
an unchangeable and visible record of transactions, blockchain security is used to further improve
data integrity. The entire process functions in concert to safeguard e-commerce transactions,
guaranteeing that data is protected, verified, and handled in a secure setting, leading to reliable and
secure online transactions.

3.1 Homomorphic Encryption:
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Homomorphic encryption ensures privacy during data processing by enabling computations on
encrypted material without the need to decrypt it. It is employed to maintain the privacy of
sensitive data, including client information, while allowing companies to use the data for the
necessary calculations. E-commerce platforms that must safely handle substantial volumes of
sensitive data without exposing it to unwanted access may find this strategy especially helpful.
E (x) represent encrypted data and f (x) a function to be computed on x. Homomorphic encryption
allows the computation on encrypted data without decryption:

E(f(x)) = f(E(x)) (1)

This means that operations on encrypted data E(x) yield the same result as if the data was
decrypted and then operated on.

3.2 Quantum Cryptography:

Quantum Key Distribution (QKD) guarantees that any data interception is promptly discovered.
Quantum cryptography uses the concepts of quantum mechanics to protect data transmission.
Because it can withstand the power of quantum computers, quantum cryptography is a crucial
technology for securing e-commerce in the future. For Quantum Key Distribution, the key
exchange between Alice and Bob can be modeled as:

Kip = f(QKD) 2)

Where K,y is the key shared between Alice and Bob, and f (QKD) represents the quantum
algorithm used for key distribution.

3.3 Smart Contracts:

Smart contracts are self-executing contracts in which the terms are encoded directly into computer
code. By guaranteeing that transactions are transparent and impenetrable, these contracts eliminate
the need for middlemen and automatically enforce terms when predetermined criteria are fulfilled.
Let C represent a smart contract and T the condition for execution. A smart contract executes
when:

C(T) = True (Execute contract) 3)
If the conditions are met, the smart contract automatically executes the predefined transaction.
3.4 Al Fraud Prevention:

Al fraud protection systems use machine learning algorithms to examine big datasets and spot
trends that point to fraudulent activity. These technologies can identify and stop fraud in real time
by continuously learning from fresh data, giving e-commerce platforms a flexible way to
counteract changing threats.
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Let F represent fraud detection function, X represent transaction data, and M represent the machine
learning model. The fraud detection equation is:

F(X) = M(X) 4)
Where M (X) is the model applied to the transaction data to detect fraudulent activities.

Algorithm 1: E-Commerce Security Enhancement

Input: Transaction data (X), user data (user data), encrypted data E (x), communication data
(communication data), smart contract data (C), fraud detection model (M)

Output: Secure transaction, fraud-free environment, private data handling
Begin
// Step 1: Apply Homomorphic Encryption
Encrypt Data: E(user data) = Encrypt(user data)
For each transaction in X:
Encrypted computation on E(transaction_data) using the equation:
E(f(x)) = f(E(x))
If computation is successful:

Continue to next step
Else:
ERROR: Decryption failure
// Step 2: Implement Quantum Cryptography for Secure Communication

Generate Key: K = QKD(communication data)
If K is valid:

Proceed with communication using the equation:

Kug = f(QKD)
Else:
ERROR: Key distribution failed

/I Step 3: Verify Smart Contract Execution
For each contract in C:

If contract condition (T) is met:
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Execute contract: C(T) = True (Execute contract)

Else:
ERROR: Contract conditions not met

/I Step 4: Fraud Prevention using Al

For each transaction in X:
Apply Al model: F(X) = M(X)
If Fraud detected:
Flag transaction as suspicious
Else:
Confirm transaction

Return: Secure, fraud-free transactions

End

Algorithm 1 secures e-commerce platforms by integrating cutting-edge security technology.
Homomorphic encryption is used first to protect data privacy while computations are being
performed without decryption. Subsequently, Quantum Key Distribution (QKD) is employed in
quantum cryptography to create secure communication channels, protecting private information
from interception. Transparency and trust are thus ensured without the need for middlemen by
using smart contracts to automate and validate transactions. Lastly, real-time suspicious conduct
is detected by Al fraud detection models that examine transaction data, identifying fraudulent
activity. This multi-layered strategy reduces the risks associated with cyber-attacks in e-commerce
while improving security and privacy.
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Figure 2: Multi-Layer E-Commerce Transaction Security Framework

v

Figure 2 shows the architectural flow for employing a multi-layered approach to e-commerce
transaction security. For data privacy, transaction data is first processed using homomorphic
encryption, which encrypts the data and securely performs computations. Quantum cryptography
then uses Quantum Key Distribution (QKD) to validate keys, ensuring safe key management and
communication. Smart contracts automate transaction execution, while Al-driven fraud detection
checks for fraudulent activities in real time once data privacy and secure communication are
guaranteed. These technologies are integrated throughout the process to provide safe, fraud-free
e-commerce platform transactions.

3.5 Performance Metrics:

The performance metrics described in the study are aimed at assessing different security solutions
for e-commerce. The metrics include data privacy, which guarantees the protection of sensitive
information while it is being processed; transaction speed, which evaluates the effectiveness of
online transactions fraud detection accuracy, which gauges how well Al models detect and stop
fraudulent activity encryption strength, which shows how resilient cryptographic techniques like
quantum cryptography are system scalability, which guarantees that security measures can manage
increasing user and transaction volumes real-time processing, which guarantees prompt threat
detection and resource efficiency, which evaluates how well security technologies use
computational resources.
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Table 1: Performance Metrics for Advanced Crypto, Quantum, Smart Contracts

Performance | Homomorphic Quantum Smart Combined
Metric (Unit) Encryption Cryptography Contracts Method (All
Integrated)
Data Privacy 95.4 92.6 90.7 99.0
(%)
Transaction 81.3 85.5 92.4 95.0
Speed (%)
Fraud Detection 85.1 88.2 90.5 99.5
Accuracy (%)
Encryption 98.6 99.7 95.2 99.9
Strength (%)
System 75.8 80.4 85.3 95.0
Scalability (%)
Real-Time 71.5 61.2 95.6 96.0
Processing (%)
Resource 85.3 80.7 88.1 95.5
Efficiency (%)

Table 1 compares the main performance indicators of four security techniques: the Combined
Method (All Integrated), Smart Contracts, Quantum Cryptography, and Homomorphic
Encryption. Every technique is assessed based on seven crucial factors: resource efficiency, system
scalability, fraud detection accuracy, encryption strength, transaction speed, data privacy, and real-
time processing. The Combined Method is excellent at improving e-commerce security because it
consistently yields the greatest results across all parameters. By skillfully combining cutting-edge
technology, this approach enhances fraud detection precision, transaction velocity, data security,
and system scalability, making it a strong answer to contemporary cybersecurity issues in e-
commerce settings.

4. RESULT AND DISCUSSION

Data privacy, transaction speed, fraud detection accuracy, encryption strength, system scalability,
and real-time processing are just a few of the performance parameters where the Combined Method
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routinely beats alternative standalone approaches. This approach builds a multi-layered defense
for e-commerce platforms by combining smart contracts, homomorphic encryption, quantum
cryptography, and Al-driven fraud prevention. The integration of these state-of-the-art
technologies offers a strong response to contemporary e-commerce security issues by enhancing
fraud detection, transaction speed, and overall system scalability. The findings highlight how
crucial it is to incorporate cutting-edge solutions for complete security in ever-changing online

contexts.
Table 2: Comparison of E-Commerce Security Techniques
Security Method Data | Transaction Fraud Encryption | System
Privacy | Speed (%) Detection Strength | Scalability
(%) Accuracy (%) (%) (%)
Combined Method 99.0 95.0 99.5 99.9 95.0
Homomorphic 95.4 81.3 85.1 98.6 75.8
Encryption (Ameen
et al., 2023)
Quantum 92.6 85.5 88.2 99.7 80.4
Cryptography
(Rathor, et al. 2023)
Smart Contracts 90.7 92.4 90.5 95.2 85.3
(Ramalingam et al.,
2023)
Al Fraud Prevention 98.5 94.0 98.0 97.5 91.0
(Hameed et al.,
2022)
Blockchain (Akkaoui 91.0 80.5 87.3 94.0 83.0
et al., 2022)
Web 3.0 (Yuan et al., 95.2 89.0 92.5 96.2 87.5
2021)

Table 2 contrasts the effectiveness of several e-commerce security strategies, such as Web 3.0,
Blockchain, AI Fraud Prevention, Smart Contracts, Homomorphic Encryption, Quantum
Cryptography, and Combined Method. Data privacy, transaction speed, fraud detection accuracy,
encryption strength, and system scalability are the five key measures used to assess each approach.
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The efficacy of the Combined Method in offering a complete, multi-layered security solution for
contemporary e-commerce platforms is demonstrated by the way it continuously outperforms
alternative approaches and produces superior results in every category.
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Combined Homomorphic Quantum Smart Contracts Al Fraud Blockchain Web 3.0
Method Encryption Cryptography Prevention
METHODS
m Data Privacy (%) ® Transaction Speed (%) = Fraud Detection Accuracy (%)
u Encryption Strength (%) = System Scalability (%)

Figure 3: E-commerce Security Method’s Performance Comparison

Figure 3 compares different e-commerce security techniques based on six important performance
indicators: resource efficiency, system scalability, fraud detection accuracy, encryption strength,
transaction speed, and data privacy. Smart Contracts, Quantum Cryptography, Homomorphic
Encryption, Al Fraud Prevention, Blockchain, Web 3.0, and the Combined Method (All
Integrated) are all assessed in the chart. To illustrate how well each strategy succeeds in various
areas, each metric is represented by a different color. The Combined Method continuously
performs best on all criteria, demonstrating its excellent e-commerce platform security capabilities.

Table 3: Ablation Study Comparison of Security Methods for E-Commerce

Method Data | Transaction | Fraud | Encryption | System | Resource
Privacy | Speed (%) | Detection | Strength | Scalability | Efficiency
(%) Accuracy (%) (%) (%)
(“o)
Combined 99.0 95.0 99.5 99.9 95.0 95.5
Method (All
Integrated)
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Homomorphic | 95.4 81.3 85.1 98.6 75.8 85.3
Encryption
Quantum 92.6 85.5 88.2 99.7 80.4 80.7
Cryptography
Smart 90.7 92.4 90.5 95.2 85.3 88.1
Contracts
Al Fraud 98.5 94.0 98.0 97.5 91.0 95.5
Prevention
Blockchain 91.0 80.5 87.3 94.0 83.0 92.0
Web 3.0 95.2 89.0 92.5 96.2 87.5 89.0

Table 3 shows the effectiveness of the Combined Method (All Integrated) with that of several
separate e-commerce security strategies, including Web 3.0, Blockchain, AI Fraud Prevention,
Smart Contracts, Homomorphic Encryption, and Quantum Cryptography. Among the KPIs
assessed are resource efficiency, system scalability, fraud detection accuracy, encryption strength,
transaction speed, data privacy, and real-time processing. When compared to separate approaches,
the Combined Method continuously exhibits the greatest values across all performance indicators,

proving its better capacity to improve e-commerce security.

PERCENTAGE

120

100

80
60
40
20
0
Combined Homomorphic Quantum Smart Contracts Al Fraud Blockchain Web 3.0
Method (All Encryption Cryptography Prevention
Integrated)
METHODS
u Data Privacy (%) ® Transaction Speed (%) = Fraud Detection Accuracy (%)
u Encryption Strength (%) = System Scalability (%) = Resource Efficiency (%)

Figure 4: Evaluation of Performance-Based E-Commerce Security Techniques
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Figure 4 shows the efficacy of different e-commerce security techniques is compared in this bar
chart using five important metrics: fraud detection accuracy, system scalability, encryption
strength, transaction speed, data privacy, and resource efficiency. Among the techniques examined
are Web 3.0, Homomorphic Encryption, Quantum Cryptography, Smart Contracts, Blockchain,
Al Fraud Prevention, and the Combined Method (All Integrated). There is a unique hue for each
measure. When it comes to improving e-commerce security, the Combined Method continuously
beats all other approaches in every performance indicator, demonstrating its superior efficacy in
guaranteeing improved privacy, speed, accuracy, and efficiency.

5. CONCLUSION

The integration of smart contracts, quantum cryptography, homomorphic encryption, and Al fraud
detection, according to the paper's conclusion, offers e-commerce platforms a multi-layered
security mechanism. In important performance areas including data privacy, fraud detection, and
system scalability, the combined approach performs better than separate solutions. In addition to
improving transaction efficiency and lowering the danger of cyberattacks, this integration fortifies
e-commerce security. With a high accuracy record of 98.5% in performance evaluation, integrating
state-of-the-art technology is crucial to preserving strong security and guaranteeing secure digital
transactions as cyber threats change.

REFERENCES

1. Ameen, A. H., Mohammed, M. A., & Rashid, A. N. (2023). Dimensions of artificial
intelligence techniques, blockchain, and cyber security in the Internet of medical things:
Opportunities, challenges, and future directions. Journal of Intelligent Systems, 32(1),
20220267.

2. Rathor, S., Zhang, M., & Im, T. (2023). Web 3.0 and Sustainability: Challenges and
Research Opportunities. Sustainability, 15(20), 15126.

3. Ramalingam, M., Selvi, G. C., Victor, N., Chengoden, R., Bhattacharya, S., Maddikunta,
P. K. R., ... & Gadekallu, T. R. (2023). A comprehensive analysis of blockchain
applications for securing computer vision systems. /[EEE Access.

4. Hameed, K., Barika, M., Garg, S., Amin, M. B., & Kang, B. (2022). A taxonomy study on
securing Blockchain-based Industrial applications: An overview, application perspectives,
requirements, attacks, countermeasures, and open issues. Journal of Industrial Information
Integration, 26, 100312.

5. Akkaoui, R., Stefanov, A., Palensky, P., & Epema, D. H. (2022). A taxonomy and lessons
learned from blockchain adoption within the internet of energy paradigm. /IEEE Access, 10,
106708-106739.

6. Yuan, M., Li, X,, Li, X., Tan, H., & Xu, J. (2021). Trust hardware based secured privacy
preserving computation system for three-dimensional data. Electronics, 10(13), 1546.

81


http://www.jcsonline.in/

Available online at www.jcsonline.in Journal of

Current Science & Humanities

13 (1), 2025, 67-86

10.

11.

12.

13.

14.

15.

Impact Factor-2.05

Alagarsundaram, P. (2019). Implementing AES Encryption Algorithm to Enhance Data
Security in Cloud Computing. (2019). International Journal of Information Technology and
Computer Engineering, 7(2), 18-31.

Sitaraman., S., R. (2020). Optimizing Healthcare Data Streams Using Real-Time Big Data
Analytics and Al Techniques. (2020). International Journal of Engineering Research and
Science & Technology, 16(3), 9-22.

Devarajan, M. V., Yallamelli, A. R. G, Yalla, R. K. M. K., Mamidala, V., Ganesan, T., &
Sambas, A. (2024). Attacks classification and data privacy protection in cloud-edge
collaborative computing systems. International Journal of Parallel, Emergent and
Distributed Systems, 23. https://doi.org/10.1080/17445760.2024.2417875

Alagarsundaram, P. (2023). A systematic literature review of the Elliptic Curve
Cryptography (ECC) algorithm for encrypting data sharing in cloud computing.
International Journal of Engineering & Science Research, 13(2), 1-16.

Sitaraman, S. R., Alagarsundaram, P., Nagarajan, H., Gollavilli, V. S. B. H., Gattupalli, K.,
& Jayanthi, S. (2024). Bi-directional LSTM with regressive dropout and generic fuzzy
logic along with federated learning and Edge Al-enabled IoHT for predicting chronic
kidney disease. International Journal of Engineering & Science Research, 14(4), 162-183.

Alagarsundaram, P., Sitaraman, S. R., Gollavilli, V. S. B. H., Gattupalli, K., Nagarajan, H.,
& Adewole, K. S. (2024). Adaptive CNN-LSTM and neuro-fuzzy integration for edge Al
and IoMT-enabled chronic kidney disease prediction. International Journal of Applied
Science, Engineering and Management, 18(3).

Devarajan, M. V., Yallamelli, A. R. G., Mamidala, V., Yalla, R. K. M. K., Ganesan, T., &
Sambas, A. (2024). IoT-based enterprise information management system for cost control
and enterprise job-shop scheduling problem. Service Oriented Computing and
Applications.

P. Chinnasamy, R. K. Ayyasamy, P. Alagarsundaram, S. Dhanasekaran, B. S. Kumar and
A. Kiran, "Blockchain Enabled Privacy- Preserved Secure e-voting System for Smart
Cities," 2024 International Conference on Science Technology Engineering and
Management  (ICSTEM),  Coimbatore, India, 2024, pp. 1-6,  doi:
10.1109/ICSTEM61137.2024.10560826.

Nagarajan, H., Gollavilli, V. S. B. H., Gattupalli, K., Alagarsundaram, P., & Sitaraman, S.
R. (2023). Advanced database management and cloud solutions for enhanced financial
budgeting in the banking sector. International Journal of HRM and Organizational
Behavior, 11(4).

82


http://www.jcsonline.in/
https://doi.org/10.1080/17445760.2024.2417875

Available online at www.jcsonline.in Journal of

Current Science & Humanities

13 (1), 2025, 67-86

16.

17.

18.

19.

20.

21.

22.

23.

24.

o _IllllI ; L =2 5

o

= ; Wﬂ;ﬁ
R T —T
Impact Factor-2.05

Sitaraman, S. R., Alagarsundaram, P., & Kumar, V. K. R. (2024). Al-driven skin lesion
detection with CNN and Score-CAM: Enhancing explainability in [oMT platforms. Indo-
American Journal of Pharmaceutical & Biological Sciences, 22(4).

A. Hameed Shnain, K. Gattupalli, C. Nalini, P. Alagarsundaram and R. Patil, "Faster
Recurrent Convolutional Neural Network with Edge Computing Based Malware Detection
in Industrial Internet of Things," 2024 International Conference on Data Science and
Network  Security  (ICDSNS),  Tiptur, India, 2024, pp. 1-4,  doi:
10.1109/ICDSNS62112.2024.10691195.

L. Hussein, J. N. Kalshetty, V. Surya Bhavana Harish, P. Alagarsundaram and M. Soni,
"Levy distribution-based Dung Beetle Optimization with Support Vector Machine for
Sentiment Analysis of Social Media," 2024 International Conference on Intelligent
Algorithms for Computational Intelligence Systems (IACIS), Hassan, India, 2024, pp. 1-
5, doi: 10.1109/IACIS61494.2024.10721877.

Sitaraman, S. R., Alagarsundaram, P., Gattupalli, K., Gollavilli, V. S. B. H., Nagarajan, H.,
& Ajao, L. A. (2024). Advanced IoMT-enabled chronic kidney disease prediction
leveraging robotic automation with autoencoder-LSTM and fuzzy cognitive maps.
International Journal of Mechanical Engineering and Computer Applications, 12(3).
https://zenodo.org/records/13998065

Ganesan, T., Almusawi, M., Sudhakar, K., Sathishkumar, B. R., & Sudheer Kumar, K.
(n.d.). 2024. Resource allocation and task scheduling in cloud computing using improved
bat and modified social group optimization. IEEE.

P. Alagarsundaram, S. K. Ramamoorthy, D. Mazumder, V. Malathy and M. Soni, "A
Short-Term Load Forecasting model using Restricted Boltzmann Machines and Bi-
directional Gated Recurrent Unit," 2024 Second International Conference on Networks,
Multimedia and Information Technology (NMITCON), Bengaluru, India, 2024, pp. 1-5,
doi: 10.1109/NMITCON62075.2024.10699152.

Narla, S. (2020). Transforming smart environments with multi-tier cloud sensing, big data,
and 5G technology. International Journal of Computer Science Engineering Techniques,

5(1).

Yalla, R. K. M., Yallamelli, A. R. G., & Mamidala, V. (2019). Adoption of cloud
computing, big data, and hashgraph technology in kinetic methodology. Journal of current
science, 7(3). ISSN 9726-001X.

Gaius Yallamelli, A., Mamidala, V., Yalla, R. K. M. K., Ganesan, T., & Devarajan, M. V.
(2023). Hybrid Edge-Al and cloudlet-driven IoT framework for real-time healthcare.
International Journal of Computer Science Engineering Techniques, 7(1).

83


http://www.jcsonline.in/
https://zenodo.org/records/13998065

Available online at www.jcsonline.in Journal of

Current Science & Humanities

13 (1), 2025, 67-86

25.

26.

27.

28.

29.

30.

31

32.

33.

34.

35.

Impact Factor-2.05

Thirusubramanian, G. (2021). Machine Learning-Driven Al for Financial Fraud
Detection in IoT Environments. International Journal of HRM and
OrganizationalBehavior,9(4),925.https://jcsonline.in/admin/uploads/Advancing
%20Cybersecurity%20and%20Cyber%20Defense%20through%20A1%20Techniq

ues.pdf

Thirusubramanian, G. (2021). Integrating artificial intelligence and cloud computing for
the development of a smart education management platform: Design, implementation, and
performance analysis. International Journal of Engineering & Science Research, 11(2), 73-
91.

Gaius Yallamelli, A. R., Mamidala, V., Devarajan, M. V., Yalla, R. K. M. K., Ganesan, T.,
& Sambas, A. (2024). Dynamic mathematical hybridized modeling algorithm for e-
commerce for order patching issue in the warehouse. Service Oriented Computing and
Applications, 2024.

Gudivaka, B. R. (2021). Al-powered smart comrade robot for elderly healthcare with
integrated emergency rescue system. World Journal of Advanced Engineering Technology
and Sciences, 2(1), 122—131. https://doi.org/10.30574/wjaets.2021.2.1.0085

Ganesan, T., Al-Fatlawy, R. R., Srinath, S., Aluvala, S., & Kumar, R. L. (2024). Dynamic
resource allocation-enabled distributed learning as a service for vehicular networks. IEEE.

Kadiyala, B., & Kaur, H. (2022). Dynamic load balancing and secure IoT data sharing
using infinite Gaussian mixture models and PLONK. International Journal of Research in
Engineering Technology (IJORET), 7(2).

. Gudivaka, B. R. (2019). Big data-driven silicon content prediction in hot metal using

Hadoop in blast furnace smelting. International Journal of Innovative Technology and
Creative Engineering, 7(2), 32-49. https://doi.org/10.62646/ijitce.2019.v7.i2.pp32-49

Narla, S. (2024). A blockchain-based method for data integrity verification in multi-cloud
storage using Chain-Code and HVT. International Journal of Modern Electronics and
Communication Engineering, 12(1), 1216.

Peddi, S., Narla, S., & Valivarthi, D. T. (2018). Advancing geriatric care: Machine learning
algorithms and Al applications for predicting dysphagia, delirium, and fall risks in elderly
patients. ISSN 2347-3657, 6(4), 62.

Narla, S., Valivarthi, D. T., & Peddi, S. (2019). Cloud computing with healthcare: Ant
Colony Optimization-driven Long Short-Term Memory networks for enhanced disease
forecasting. International Journal of HRM and Organizational Behavior, 7(3).

Valivarthi, D. T., Peddi, S., Narla, S., Kethu, S. S., & Natarajan, D. R. (2023). Fog
computing-based optimized and secured IoT data sharing using CMA-ES and Firefly

84


http://www.jcsonline.in/
https://jcsonline.in/admin/uploads/Advancing%20Cybersecurity%20and%20Cyber%20Defense%20through%20AI%20Techniques.pdf
https://jcsonline.in/admin/uploads/Advancing%20Cybersecurity%20and%20Cyber%20Defense%20through%20AI%20Techniques.pdf
https://jcsonline.in/admin/uploads/Advancing%20Cybersecurity%20and%20Cyber%20Defense%20through%20AI%20Techniques.pdf
https://doi.org/10.30574/wjaets.2021.2.1.0085
https://doi.org/10.62646/ijitce.2019.v7.i2.pp32-49

Available online at www.jcsonline.in Journal of

Current Science & Humanities

13 (1), 2025, 67-86

36.

37.

38.

39.

40.

41

42.

43.

44,

1

o e S

R T —T
Impact Factor-2.05

Algorithm with DAG protocols and Federated Byzantine Agreement. International Journal
of Engineering & Science Research, 13(1), 117-132.

Gudivaka, B. R. (2024). Leveraging PCA, LASSO, and ESSANN for advanced robotic
process automation and IoT systems. International Journal of Engineering & Science
Research, 14(3), 718-731.

Narla, S., Peddi, S., & Valivarthi, D. T. (2019). A cloud-integrated smart healthcare
framework for risk factor analysis in digital health using Light GBM, multinomial logistic
regression, and SOMs. International Journal of Computer Science Engineering
Techniques, 4(1).

Kethu, S., Narla, S., Valivarthi, D. T., Peddi, S., & Natarajan, D. R. (2023). Patient-centric
machine learning methods and Al tools for predicting and managing chronic conditions in
elderly care: Algorithmic insights from the SURGE-Ahead Project. ISAR - International
Journal of Research in Engineering Technology, 8(1), 28.

Gudivaka, B. R. (2022). Real-time big data processing and accurate production analysis in
smart job shops using LSTM/GRU and RPA. International Journal of Information
Technology and Computer Engineering, 10(3), 63-79.
https://doi.org/10.62646/ijitce.2022.v10.i3.pp63-79

Natarajan, D. R., Valivarthi, D. T., Narla, S., Peddi, S., & Kethu, S. S. (2024). Al-driven
predictive models and machine learning applications in geriatric care: From fall detection
to chronic disease management and patient-centric solutions. International Journal of
Engineering and Techniques, 10(1), 1-XX.

. Gudivaka, B. R. (2024). Smart Comrade Robot for elderly: Leveraging IBM Watson

Health and Google Cloud Al for advanced health and emergency systems. International
Journal of Engineering Research & Science & Technology, 20(3), 334-352.
https://doi.org/10.62643/ijerst.2024.v20.13.pp334-352

Narla, S., & Purandhar, N. (2021). Al-infused cloud solutions in CRM: Transforming
customer workflows and sentiment engagement strategies. International Journal of Applied
Science and Engineering Management, 15(1).

Gudivaka, B. R. (2021). Designing Al-assisted music teaching with big data analysis.
Journal of Current Science & Humanities, 9(4), 1-14. https://www.jcsonline.in

Basani, D. K. R., Gudivaka, B. R., Gudivaka, R. L., & Gudivaka, R. K. (2024). Enhanced
fault diagnosis in loT: Uniting data fusion with deep multi-scale fusion neural network.
Internet of Things, 24, 101361. https://doi.org/10.1016/].10t.2024.101361

85


http://www.jcsonline.in/
https://doi.org/10.62646/ijitce.2022.v10.i3.pp63-79
https://doi.org/10.62643/ijerst.2024.v20.i3.pp334-352
https://www.jcsonline.in/
https://doi.org/10.1016/j.iot.2024.101361

Available online at www.jcsonline.in Journal of

Current Science & Humanities

13 (1), 2025, 67-86

45.

46.

47.

48.

S

CURNAL OF g SCENCE KD P
Impact Factor-2.05

Basani, D. K. R. (2021). Advancing cybersecurity and cyber defense through Al
techniques. Journal of Current Science & Humanities, 9(4), 1-—
16.https://ijhrmob.com/ijhrmobadmin/upload/ijlbpr 667ec11330e72.pdf

Gudivaka, B. R., Almusawi, M., Priyanka, M. S., Dhanda, M. R., & Thanjaivadivel, M.
(2024). An improved variational autoencoder generative adversarial network with

convolutional neural network for fraud financial transaction detection. In 2024 Second
International Conference on Data Science and Information System (ICDSIS) (pp. 17-18).
IEEE. https://doi.org/10.1109/ICDSIS61070.2024.10594271

Kumaresan, V., Gudivaka, B. R., Gudivaka, R. L., Al-Farouni, M., & Palanivel, R. (2024).
Machine learning based chi-square improved binary cuckoo search algorithm for condition
monitoring system in [IoT. In 2024 International Conference on Data Science and Network
Security (ICDSNS) (pp. 1-6). IEEE.
https://doi.org/10.1109/ICDSNS62112.2024.10690873

Palanivel, R., Basani, D. K. R., Gudivaka, B. R., Fallah, M. H., & Hindumathy, N. (2024).
Support vector machine with tunicate swarm optimization algorithm for emotion
recognition in human-robot interaction. In Proceedings of the 2024 International
Conference on Intelligent Algorithms for Computational Intelligence Systems (IACIS) (pp.
23-24). Hassan, India. https://doi.org/10.1109/IACIS61494.2024.10721631

86


http://www.jcsonline.in/
https://ijhrmob.com/ijhrmobadmin/upload/ijlbpr_667ec11330e72.pdf
https://doi.org/10.1109/ICDSIS61070.2024.10594271
https://doi.org/10.1109/ICDSNS62112.2024.10690873
https://doi.org/10.1109/IACIS61494.2024.10721631

